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Interview with Antoine Bonneville, CISO and head of business continuity at Unéo

Unéo
With over 1.1 million people covered, 630
employees and €654 M in contributions
(incl. taxes), Unéo is the number one mutual
insurance company for the defence sector.
Unéo has been contracted by the Ministry
of the Armed Forces to provide cover for
military personnel and civilians in the sector
since 2011. Established in 2008 via the
merger of the healthcare branch of la Caisse
Nationale du Gendarme (CNG), la Mutuelle
Nationale Militaire (MNM) and la Mutuelle
de l’Armée de l’Air (MAA), Unéo provides
health and provident fund insurance cover
to all of the armed forces (army, air force,
navy, national police, administrative units
and departments).
This cover applies to military personnel in
France, in French overseas departments
and abroad who are on active duty, have
transitioned into new careers or are retired,
and civilians in the defence sector, as well
as their families. Nearly 90% of employees
at the Ministry of the Armed Forces currently
choose Unéo.
Our goal is to be there for those who work in
the national interest.
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Background

Unéo is the number one mutual insurance company for the defence
sector and number two in civil service, and its protection covers 1.1m
users. In order to fulfil its mission to support its customers, this non-profit
organisation sends mutual insurance advisors to visit military facilities.
Unéo is particularly concerned with data security due to the sensitive
nature of the personal data entrusted to it. Anyone who lowers their guard
or is subject to a cyber attack can cause a data breach or data loss. It’s as
easy as having your laptop stolen in a hotel, forgetting your smartphone
in a taxi, or having your device hacked through a hacked WiFi connection.
A poorly secured workstation can endanger not only the data processed
at that station, but the data on the networks to which it is connected,
as well.
To lower the risk of a data breach, Unéo has worked in close collaboration
with the Ministry of the Armed Forces to find a trustworthy solution for
encrypting its range of mobile work equipment.

The solution of choice

Amongst all of the solutions available on the market, Unéo chose
Stormshield Endpoint Security (SES). This software package takes a
comprehensive approach to preventing data breaches through its Device
Control, APT Protection and Encryption modules.
In addition to its features, Unéo chose to place its trust in SES because
of the peace of mind afforded by the CC EAL3+ European certification.
“Stormshield is a certified professional that comes with a guarantee of
trustworthiness. We chose Stormshield for its quality product and the
guarantee of airtight data protection,” explained Antoine Bonneville, CISO
and head of business continuity at Unéo.
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A trustworthy, solution, certified by the
EU ANSSI
This data security guarantee is even stronger considering
that Stormshield regularly undergoes certification
processes with the French National Cybersecurity
Agency (ANSSI).
By creating Security Visas, Stormshield became the
trusted software publisher with the greatest coverage in
terms of security needs.

Encryption
Stormshield Endpoint Security enables you to maintain
the confidentiality of data hosted on workstations in
Legacy BIOS mode.
This encryption prevents the illegal use of personal and
confidential data (GDPR) in the event that a laptop is
stolen. SES offers two levels of encryption that can be
combined: full disk encryption (or surface encryption)
and on-the-fly encryption for files.

This government certification is testimony to the
compliance of Stormshield's solutions with the
regulatory, technical and security requirements
promoted by the ANSSI, including in-depth assessments,
source code protection, vulnerability assessments, and
physical audits of the company's organisation to check
the premises’ security level, etc.

A solution that’s easy to roll-out and
easy to use
Stormshield Endpoint Security’s architecture is easily
integrated, so Unéo was able to dispatch agents and
conduct in-depth assessments of mobile equipment
conveniently from one central administration console.
Stormshield Endpoint Security is also unique in that
it can be rolled out individually for each employee in
successive waves as opposed to a mass roll-out.
Unéo was therefore able to effortlessly grasp the
software. For the CISO and head of business continuity at
Unéo, the roll-out went very smoothly and our employees
required no additional support.

Stormshield, a wholly-owned subsidiary of Airbus CyberSecurity, offers innovative, end-toend security solutions for the protection of IT networks (Stormshield Network Security),
workstations (Stormshield Endpoint Security) and data (Stormshield Data Security).
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