Solution brief

A best-in-class alliance for unrivaled security
WITH PANDA SECURITY

Proactive protection
(Networks, workstations, servers)

BENEFITS
• Protects
the
entire
infrastructure
(networks,
workstations and servers)
• Offers a double detection
barrier for known and unknown
malware and ransomware
• Security experts capture
and analyze unknown and
suspicious files
• Protects
industrial
and
operational
environments
that are not connected to the
Internet
• Provides coordinated and
comprehensive visibility into
the threats and security of the
information system

Security
Experts

A European Technology Alliance
Against Cyber Threats

Attacks these days are increasingly targeted and sophisticated. They are
able to bypass traditional protection systems by using advanced infection
techniques, such as the use of unknown vulnerabilities or advanced
mechanisms, to find ways inside operating systems. So “conventional”
computer networks are now not the only ones at risk. Sensitive or
industrial environments may be affected too, and this can often have
major consequences (risks of physical damage, production line outages,
etc.)

RESPONDING TO THREATS AS A COLLECTIVE UNIT
Increases in the number and sophistication of attacks means infrastructure
protection requires a complete overhaul. It is now essential to have various
security solutions working together, and pooling information about incidents that
have been detected. By working together, it is possible to obtain global visibility
over the entire operating system.
In association with Panda Security, this coordination is the focus of Stormshield’s
strategic vision and its “Multi-Layer Collaborative Security” approach. It is based
on an active information-sharing system among its various products and thirdparty solutions to stop known and unknown threats at all levels.

A UNIQUE ALLIANCE
FOR HIGH-PERFORMANCE DEFENSE
The European technology alliance of Stormshield and Panda stems from an intention
to enhance customer protection, by means of a global offer combining the best of
both technologies. This enables them to detect and respond effectively to known or
unknown threats to networks, workstations and servers.

Protection and detection
The UTM and firewall solutions offered by Stormshield Network Security include all
available intrusion detection and protection (IPS) technologies, to respond to the
most sophisticated network attacks, whether they are known or unknown. These
trusted solutions, which are certified at the highest European level, ensure the
security of traditional, industrial or virtualized infrastructures.

Network Security

Network Security

However, workstations are still the gateway of choice for hackers. Panda’s next
generation Adaptive Defense solution provides them with protection by classifying
and analyzing the complete range of applications used on the workstations.
By combining these two solutions, it can offer optimal protection. It uses a dual-layer
technological barrier which means that the defense concept can be integrated deep
inside the workstation.
Adaptive Defense also fits perfectly with the Stormshield Endpoint Security offer,
which is mainly dedicated to industrial, operational, and sensitive environments. The
innovative approach taken by Stormshield Endpoint Security protects environments
that are not connected to the Internet by blocking vulnerabilities from being exploited.
As a result, it addresses the limitations of behavioral or signature detection.
Benefits of Stormshield Network Security
• The Intrusion Prevention System (IPS),
which combines reactive target databases
with proactive analysis
• Advanced filtering functions
• Creating a Virtual Private Network (IPSec
VPN and SSL)
• Detecting vulnerabilities in networks and
applications
• Certifications at the highest European level
(EU Restricted, NATO Restricted, ANSSI
Qualification, CC EAL3+/EAL4+)

Benefits of Adaptive Defense
• Endpoint Protection Platform (EPP) and
Endpoint Detection and Response (EDR)
functionalities
• Cloud-based
deployment
and
administration
• Machine-learning capabilities and premium
human expertise
• Package also includes antivirus

Visibility and Monitoring
The series of events and security incidents detected by both technologies are
correlated and added to a shared visual platform. Stormshield Visibility Center can
then process system logs and manage security incidents more easily and faster.
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The Stormshield-Panda Alliance
Collaboration of market-leading solutions for a global and unified infrastructure protection

